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LAZARUS GROUP
 Korea, North  ·  Entity  ·  ID: 27307

FEOC FLAGGED

Why this matters: LAZARUS GROUP appears on a critical federal screening list. Equipment, services, or transactions involving this 

entity likely fail FEOC requirements for IRA tax credits (45X, 48E, 30D). Confirm identity against the cited authority before procurement 

or compliance decisions.

FEDERAL-LIST SCREENING MATRIX

LIST AUTHORITY STATUS LISTED AS SEVERITY

OFAC SDN Treasury OFAC Ï Listed LAZARUS GROUP CRITICAL

BIS Entity List Commerce / BIS Ë Not listed — CRITICAL

DOD 1260H (Chinese Military Compa-

nies)

DOD Ë Not listed — CRITICAL

UFLPA Entity List DHS / FLETF Ë Not listed — CRITICAL

CBP Withhold Release Orders DHS / CBP Ë Not listed — CRITICAL

BIS Denied Persons Commerce / BIS Ë Not listed — HIGH

BIS Military End User Commerce / BIS Ë Not listed — HIGH

BIS Unverified List Commerce / BIS Ë Not listed — MEDIUM

State ITAR Debarred State Department Ë Not listed — HIGH

State Nonproliferation State Department Ë Not listed — HIGH

KNOWN ADDRESSES

• Potonggang District, Pyongyang, Korea, North

SANCTIONS PROGRAMS /  AUTHORITIES

DPRK3

SANCTIONING AUTHORITY NOTES

Digital Currency Address - ETH 0x098B716B8Aaf21512996dC57EB0615e2383E2f96; alt. Digital Currency Address - ETH 

0xa0e1c89Ef1a489c9C7dE96311eD5Ce5D32c20E4B; alt. Digital Currency Address - ETH 0x3Cffd56B47B7b41c56258D9C7731ABaDc360E073; 

alt. Digital Currency Address - ETH 0x53b6936513e738f44FB50d2b9476730C0Ab3Bfc1; alt. Digital Currency Address - ETH 

0x35fB6f6DB4fb05e6A4cE86f2C93691425626d4b1; alt. Digital Currency Address - ETH 0xF7B31119c2682c88d88D455dBb9d5932c65Cf1bE; 

alt. Digital Currency Address - ETH 0x3e37627dEAA754090fBFbb8bd226c1CE66D255e9; alt. Digital Currency Address - ETH 



0x08723392Ed15743cc38513C4925f5e6be5c17243; Secondary sanctions risk: North Korea Sanctions Regulations, sections 510.201 and 510.210; Trans-

actions Prohibited For Persons Owned or Controlled By U.S. Financial Institutions: North Korea Sanctions Regulations section 510.214; a.k.a. 'HIDDEN 

COBRA'; a.k.a. 'OFFICE 91'; a.k.a. 'GUARDIANS OF PEACE'; a.k.a. 'THE NEW ROMANTIC CYBER ARMY TEAM'; a.k.a. 'WHOIS HACKIN

DATA SOURCES

OFAC SDN https://ofac.treasury.gov/specially-designated-nationals-list-data-formats-data-schemas

Informational only. Not legal advice. Cross-list matching is name-based — verify identity with the cited source authority before procurement, financing, or compliance 

decisions.
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